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Agenda

– Benefits of Minimizing Attack Surface
– Passive Reconnaissance Sources
– Known Bad Actors
– Geo-Fencing
– Discovering Attackers 
– Implementing Protections
– The Conclusion
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Benefits of Minimizing Attack Surface

In addition to permitting traffic from the Internet only to legitimate services, 
there are additional benefits to using advanced features to limit the ANY or 
ALL sources typically associated with those firewall policies.

By using advanced forensics and features to limit access from known 
and discovered malicious actors, one can:
– Limit visibility of corporate resources on passive discovery sources
– Reduce logs in permit policies which can shorten time to investigate 

and respond to incidents
– Limit visibility of  the service from “grey and black hat” scanners
– Protect the service from malicious actors



5 

Passive Reconnaissance Sources

There are a number of web resources that enable a malicious actor to 
discover corporate services without scanning.  Some services are free 
to use, some require a login or an account, and some are paid.  These 
can include corporate entities and research groups. Examples include:

Shodan
Censys
Binary Edge
UK NSC Scanner
Onyphe
Sysnet at UCSD (ucsd.edu)
RWTH Aachen University
Cambridge Cybercrime Centre Internet scanner
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Passive Reconnaissance Sources
By applying rules to block these scanners, information about corporate 
resources will disappear from these sources.    This can remove a tool 
from malicious actors, denying them the ability to start attacking 
resources directly based upon passive discovery.  Some tools offer 
predefined services that make blocking these scanners simple.



7 

Known Bad Actors

Known bad actors, based upon their source IP should also be blocked 
from accessing services.  This can disrupt the attack and prevent further 
exploit attempts against publicly available resources.  Using feeds from 
vendors is a great way to provide this protection – like Radware’s EAAF
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Known Bad Actors

IP reputation databases can provide a similar benefit under another 
name.
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Known Bad Actors

Discovered entities can also be added.  For example, an organization 
known as IP Volume or IP Vol was discovered as scanning many 
organizations with whom NetTects has worked.   Research revealed 
that all of the networks associated with this entity, by the Autonomous 
System Number (BGP), could be blocked.

This entity is registered in 
Seychelles and hosted in 
Netherlands.  
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Known Bad Actors

This entity has a history of being a bad actor, with illegal content being 
hosted on its servers as well as participating in botnets
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Known Bad Actors

Validation that an IP belongs to a bad actor can be done via vendor or 
public resources.  AbuseIPdb and Scamlytics are good places to start.
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Known Bad Actors

Possibly malicious actors that continually scan include:
• Stretchoid
• Shadowserver
• Criminal IP
• IP Volume
Vendors can maintain these lists for enterprises to apply or provide 
mechanisms for simple integration into security tools.
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Geo-Fencing

If a service’s clients can be geographically limited, or if certain countries 
are known attackers of a service, they can be blocked by using 
geographic databases of source IPs.  Many vendors offer geo-fencing 
as a solution 
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Geo-Fencing

Geo-fencing can be used for positive or negative rules (block country X, 
or permit country Y).  Note that geo-databases have high accuracy, but 
are not perfect, as they can be based upon IP registrations as well as 
learned data.  Contact the vendor if a discrepancy is expected!
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Discovering Attackers 

Attackers are probing the enterprise networks constantly.  Ascertaining 
patterns and actively responding to threats and probes is critical to 
reducing the risk to and the visibility of the enterprises’ services. And 
then one can utilize the logs to identify patterns from tools like:
1. Intrusion Prevention Systems/Policies
2. Behavioral DoS engines
3. Access logs from applications and VPNs
4. Packet captures from the above tools
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Discovering Attackers 

Behavioral Denial of Service tools can identify attackers based upon 
volumetric and patterns in packet headers.  In addition to identifying and 
stopping individual attacks, this can assist in identification of new attack 
signatures and new entities. For example, in reviewing 

packet captures of BDoS 
attacks, it was discovered that 
there was a new pattern of 
attack that could be applied to 
TCP SYN scans.  The SYNs 
lacked ANY options (MSS, 
SACK, etc.) and all had a 
window size of 1024.  This 
meant that these attacks 
could be identified with a 
single packet, versus 
volumetrically
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Discovering Attackers 

Making a custom IPS signature for this attack permits identification of 
NEW attackers using SYNs with this profile.  NetTects has successfully 
utilized this signature with an auto block of any IP address probing with 
this packet
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Discovering Attackers 

Attackers can also utilize advanced scanners to log into applications.  
NetTects has seen this at multiple clients – VPN portals will be scanned 
and attacked constantly.  In addition to brute force detection and 
defense, some of these scanners will use the same log in names to 
probe for access.  By detecting these “usernames”, additional IPs can 
be added to the block list – even dynamically.
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Discovering Attackers 

By utilizing existing tools and investigating reported attacks, patterns will 
emerge.  This will permit the enterprise to augment vendor provided lists 
with additional attacker IPs.  Many times, these IPs will be added to the 
vendor lists in time, so periodic maintenance of the lists to purge older 
data may be prudent.
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Implementing Protections

In review, the following protections have been illustrated

1. IP reputation lists from vendors
2. Grey/Black hat lists from vendors
3. Custom IP reputation lists 

a) Lists derived from logs – IPS, denied users, etc
b) Via dynamic actions – scripts, etc
c) Via custom feeds/API
d) Static lists

4. Geo-fencing via vendor provided database

Additional mechanisms and data sources are also available.
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Implementing Protections

For example, vendors may provide native quarantine options, for IPS 
signatures – choose signatures that indicate scanners and malicious intent 
and apply a quarantine action.

Ensure that brute force protection 
is enabled for logins – and a block 
time is configured for offending 
IPs.
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Implementing Protections

Explore options to provide additional feeds/data 
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In Conclusion

Protecting the enterprise effectively requires 
a layered approach to security.

IP Based filtering based upon a number of 
sources and databases can reduce both the 
attack surface of the enterprise and its 
visibility to attackers

Logging all traffic, attacks, and failed logins 
and reviewing these logs can detail attackers 
and scanners

Incident and forensic data review can expose  new attack trends and 
methodologies
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Questions
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